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SSL 
    



      
OTP :ssl-compatible client facade for the implemented ex_ssl feature subset.
This experimental client supports TLS 1.3 and explicit bounded TLS 1.2, binary raw sockets, passive and
active-once delivery, application ownership transfer, authenticated ALPN,
bounded streaming writes, and mandatory peer verification. These restricted
defaults differ from OTP. Unsupported options return explicit
{:error, {:options, reason}} errors.
STARTTLS callers must own a passive binary/raw TCP socket, fully consume and
validate the application's upgrade response, and reject any buffered plaintext.
Supply server_name_indication as the certificate reference DNS name. Once
upgrade is attempted, an owned socket is closed on failure; plaintext must
never resume. A socket belonging to another process is left untouched.
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        close(socket)

      


        Closes the connection. Closing an already closed handle succeeds.



    


    
      
        connect(tcp_socket, options)

      


    


    
      
        connect(host, port, options)

      


    


    
      
        connect(host, port, options, timeout)

      


    


    
      
        connection_information(socket)

      


        Returns the supported non-secret connection metadata.



    


    
      
        connection_information(socket, keys)

      


    


    
      
        controlling_process(socket, owner)

      


        Transfers application ownership while the TLS process retains the TCP socket.



    


    
      
        negotiated_protocol(socket)

      


        Returns the authenticated ALPN selection, if the server negotiated one.



    


    
      
        peercert(socket)

      


        Returns the authenticated server leaf certificate as DER.



    


    
      
        peername(socket)

      


        Returns the live TCP peer address and port.



    


    
      
        recv(socket, length, timeout \\ :infinity)

      


        Receives available bytes for length 0, or exactly length bytes. Timeout retains buffered data.



    


    
      
        send(socket, data)

      


        Writes iodata as one ordered logical write. Concurrent writes return :busy.



    


    
      
        setopts(socket, options)

      


        Changes supported delivery, send, and mutable TCP options after validation.



    


    
      
        sockname(socket)

      


        Returns the live local TCP address and port.
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      close(socket)



        
          
        

    

  


  

      

          @spec close(SSL.Socket.t()) :: :ok | {:error, term()}


      


Closes the connection. Closing an already closed handle succeeds.

  



  
    
      
    
    
      connect(tcp_socket, options)



        
          
        

    

  


  

      

          @spec connect(:gen_tcp.socket(), list()) :: {:ok, SSL.Socket.t()} | {:error, term()}


      



  



  
    
      
    
    
      connect(host, port, options)



        
          
        

    

  


  

      

          @spec connect(term(), term(), term()) :: {:ok, SSL.Socket.t()} | {:error, term()}


      



  



  
    
      
    
    
      connect(host, port, options, timeout)



        
          
        

    

  


  

      

          @spec connect(term(), :inet.port_number(), list(), timeout()) ::
  {:ok, SSL.Socket.t()} | {:error, term()}


      



  



  
    
      
    
    
      connection_information(socket)



        
          
        

    

  


  

      

          @spec connection_information(SSL.Socket.t()) :: {:ok, keyword()} | {:error, term()}


      


Returns the supported non-secret connection metadata.

  



  
    
      
    
    
      connection_information(socket, keys)



        
          
        

    

  


  

      

          @spec connection_information(SSL.Socket.t(), term()) ::
  {:ok, keyword()} | {:error, term()}


      



  



  
    
      
    
    
      controlling_process(socket, owner)



        
          
        

    

  


  

      

          @spec controlling_process(SSL.Socket.t(), pid()) :: :ok | {:error, term()}


      


Transfers application ownership while the TLS process retains the TCP socket.
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          @spec negotiated_protocol(SSL.Socket.t()) :: {:ok, binary()} | {:error, term()}


      


Returns the authenticated ALPN selection, if the server negotiated one.

  



  
    
      
    
    
      peercert(socket)



        
          
        

    

  


  

      

          @spec peercert(SSL.Socket.t()) :: {:ok, binary()} | {:error, term()}


      


Returns the authenticated server leaf certificate as DER.

  



  
    
      
    
    
      peername(socket)



        
          
        

    

  


  

      

          @spec peername(SSL.Socket.t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Returns the live TCP peer address and port.

  



    

  
    
      
    
    
      recv(socket, length, timeout \\ :infinity)



        
          
        

    

  


  

      

          @spec recv(SSL.Socket.t(), non_neg_integer(), timeout()) ::
  {:ok, binary()} | {:error, term()}


      


Receives available bytes for length 0, or exactly length bytes. Timeout retains buffered data.

  



  
    
      
    
    
      send(socket, data)



        
          
        

    

  


  

      

          @spec send(SSL.Socket.t(), iodata()) :: :ok | {:error, term()}


      


Writes iodata as one ordered logical write. Concurrent writes return :busy.

  



  
    
      
    
    
      setopts(socket, options)



        
          
        

    

  


  

      

          @spec setopts(SSL.Socket.t(), list()) :: :ok | {:error, term()}


      


Changes supported delivery, send, and mutable TCP options after validation.

  



  
    
      
    
    
      sockname(socket)



        
          
        

    

  


  

      

          @spec sockname(SSL.Socket.t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Returns the live local TCP address and port.

  


        

      


  

    
SSL.ClientHello.AST 
    



      
Public, fully materialized ClientHello fields in exact wire order.
This structure contains public wire material only. Ephemeral private keys are
retained separately by SSL.ClientHello.Materializer.Materialized.
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        extension()
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          @type extension() :: {0..65535, binary()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.ClientHello.AST{
  cipher_suites: [0..65535],
  compression_methods: [0..255],
  extensions: [extension()],
  legacy_version: 0..65535,
  random: binary(),
  session_id: binary()
}


      



  


        

      


  

    
SSL.ClientHello.Extension 
    



      
Encodes fully materialized ClientHello extensions.
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        encode(extension)
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      encode(extension)



        
          
        

    

  


  

      

          @spec encode(term()) :: {:ok, {0..65535, binary()}} | {:error, term()}


      



  


        

      


  

    
SSL.ClientHello.GreasePolicy 
    



      
Declares GREASE behavior for a ClientHello wire profile.
Concrete GREASE selection occurs once per materialization. Symbolic slots are
reused consistently across registries within that ClientHello.
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        mode()

      


    


    
      
        t()
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      mode()



        
          
        

    

  


  

      

          @type mode() :: :disabled | :random | {:deterministic, non_neg_integer()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.ClientHello.GreasePolicy{mode: mode()}


      



  


        

      


  

    
SSL.ClientHello.Materializer 
    



      
Resolves a reusable wire profile into per-connection ClientHello material.
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    Types
  


    
      
        context()

      


    





  
    Functions
  


    
      
        materialize(profile, capabilities, context, opts \\ [])
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      context()



        
          
        

    

  


  

      

          @type context() :: %{
  optional(:server_name) => binary(),
  optional(:pre_shared_key) => binary()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      materialize(profile, capabilities, context, opts \\ [])



        
          
        

    

  


  

      

          @spec materialize(
  SSL.ClientHello.WireProfile.t(),
  SSL.ClientHello.Profile.capabilities(),
  context(),
  keyword()
) :: {:ok, SSL.ClientHello.Materializer.Materialized.t()} | {:error, term()}


      



  


        

      


  

    
SSL.ClientHello.Materializer.Materialized 
    



      
A public ClientHello AST and its separately retained ephemeral key pairs.
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          @type t() :: %SSL.ClientHello.Materializer.Materialized{
  client_hello: SSL.ClientHello.AST.t(),
  key_pairs: [SSL.Crypto.KeyExchange.KeyPair.t()]
}


      



  


        

      


  

    
SSL.ClientHello.Profile 
    



      
Validates wire profiles against explicit engine/runtime capabilities.
Validation is intentionally fail-closed. Raw extensions require a specific
extension ID in the optional :raw_extensions capability allowlist.
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    Types
  


    
      
        capabilities()

      


        Capabilities the current TLS engine can safely advertise.



    





  
    Functions
  


    
      
        validate(profile, capabilities)
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      capabilities()



        
          
        

    

  


  

      

          @type capabilities() :: %{
  :versions => [SSL.ClientHello.WireProfile.version()],
  :ciphers => [SSL.ClientHello.WireProfile.cipher_suite()],
  :groups => [SSL.ClientHello.WireProfile.group()],
  optional(:raw_extensions) => [0..65535],
  optional(:record_modes) => [:default | :none],
  optional(:signature_algorithms) => [atom() | 0..65535],
  optional(:certificate_signature_algorithms) => [atom() | 0..65535],
  optional(:psk_key_exchange_modes) => [atom() | 0..255],
  optional(:key_share_sizes) => %{
    optional(SSL.ClientHello.WireProfile.group()) => pos_integer()
  }
}


      


Capabilities the current TLS engine can safely advertise.

  


        

      

      
        Functions


        


  
    
      
    
    
      validate(profile, capabilities)



        
          
        

    

  


  

      

          @spec validate(SSL.ClientHello.WireProfile.t(), capabilities()) ::
  {:ok, SSL.ClientHello.WireProfile.t()} | {:error, term()}


      



  


        

      


  

    
SSL.ClientHello.RecordPolicy 
    



      
Declares record handling for a ClientHello wire profile.
TCP uses :default; the record-free QUIC profile uses :none. Validation
accepts only the modes explicitly allowed by the selected transport.
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.ClientHello.RecordPolicy{mode: :default | :none}


      



  


        

      


  

    
SSL.ClientHello.Serializer 
    



      
Encodes a fully materialized ClientHello AST as an exact handshake message.
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        encode(client_hello)

      


    


    
      
        validate(client_hello)

      


    





      


      
        Functions


        


  
    
      
    
    
      encode(client_hello)



        
          
        

    

  


  

      

          @spec encode(SSL.ClientHello.AST.t()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      validate(client_hello)



        
          
        

    

  


  

      

          @spec validate(SSL.ClientHello.AST.t()) :: :ok | {:error, term()}


      



  


        

      


  

    
SSL.ClientHello.WireProfile 
    



      
Ordered, declarative configuration for a TLS ClientHello.
This structure contains policy only. Per-connection random values and fresh
key exchange material must be supplied by the later materialization stage.
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        cipher_suite()

      


    


    
      
        extension_spec()
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        version()
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      cipher_suite()



        
          
        

    

  


  

      

          @type cipher_suite() :: atom() | 0..65535 | grease_slot()


      



  



  
    
      
    
    
      extension_spec()



        
          
        

    

  


  

      

          @type extension_spec() ::
  {:server_name, :from_connection}
  | {:supported_groups, [group()]}
  | {:ec_point_formats, [0..255]}
  | {:extended_master_secret, binary()}
  | {:renegotiation_info, binary()}
  | {:signature_algorithms, [term()]}
  | {:signature_algorithms_cert, [term()]}
  | {:alpn, [binary() | grease_slot()]}
  | {:supported_versions, [version()]}
  | {:psk_key_exchange_modes, [atom() | 0..255 | grease_slot()]}
  | {:key_share, [group()]}
  | {:pre_shared_key, term()}
  | {:padding, :none | non_neg_integer() | {:fixed, non_neg_integer()}}
  | {:grease, atom()}
  | {:raw, 0..65535, binary()}


      



  



  
    
      
    
    
      grease_slot()



        
          
        

    

  


  

      

          @type grease_slot() :: {:grease, atom()}


      



  



  
    
      
    
    
      group()



        
          
        

    

  


  

      

          @type group() :: atom() | 0..65535 | grease_slot()
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          @type session_id_policy() :: :random_32 | :empty | {:fixed, binary()}
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          @type t() :: %SSL.ClientHello.WireProfile{
  cipher_suites: [cipher_suite()],
  compression_methods: [0],
  extensions: [extension_spec()],
  grease: SSL.ClientHello.GreasePolicy.t(),
  legacy_version: 771,
  name: atom() | String.t() | nil,
  record: SSL.ClientHello.RecordPolicy.t(),
  session_id: session_id_policy()
}


      



  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @type version() :: atom() | 0..65535 | grease_slot()


      



  


        

      


  

    
SSL.Crypto.AEAD 
    



      
Pure TLS 1.3 AEAD encryption and authenticated decryption.
The record nonce is derived from the supplied traffic state's static IV and
sequence number. Sequence advancement remains the caller's responsibility.
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        error_reason()
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        decrypt(state, aad, ciphertext, tag)

      


    


    
      
        encrypt(state, aad, plaintext)
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          @type error_reason() ::
  :authentication_failed
  | :encryption_failed
  | :decryption_failed
  | :invalid_traffic_state
  | {:unsupported_cipher_suite, term()}
  | {:unsupported_capability, SSL.Crypto.TrafficState.cipher_suite()}
  | {:invalid_key, :not_binary | :wrong_length}
  | {:invalid_iv, :not_binary | :wrong_length}
  | {:invalid_sequence, :out_of_range}
  | {:invalid_aad, :not_binary}
  | {:invalid_plaintext, :not_binary | :too_long}
  | {:invalid_ciphertext, :not_binary | :too_long}
  | {:invalid_tag, :not_binary | :wrong_length}
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          @spec decrypt(SSL.Crypto.TrafficState.t(), term(), term(), term()) ::
  {:ok, binary()} | {:error, error_reason()}
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          @spec encrypt(SSL.Crypto.TrafficState.t(), term(), term()) ::
  {:ok, binary(), binary()} | {:error, error_reason()}
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          @spec supported?(term()) :: boolean()


      



  


        

      


  

    
SSL.Crypto.Finished 
    



      
TLS 1.3 Finished verify-data calculation and constant-time verification.
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          @type error_reason() ::
  :unsupported_hash
  | :invalid_finished
  | {:invalid_input, :verify_data | :transcript_hash}
  | {:invalid_finished_length, non_neg_integer(), pos_integer()}
  | {:invalid_secret_length, atom(), pos_integer()}
  | {:invalid_transcript_hash_length, pos_integer()}
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          @type verify_data_error() ::
  :unsupported_hash
  | {:invalid_secret_length, :traffic_secret | :finished_key, 32 | 48}
  | {:invalid_input, :transcript_hash}
  | {:invalid_transcript_hash_length, 32 | 48}
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          @spec client_verify_data(atom(), term(), term()) ::
  {:ok, binary()} | {:error, verify_data_error()}
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          @spec verify_server(atom(), term(), term(), term()) :: :ok | {:error, error_reason()}
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HKDF and TLS 1.3 labeled key derivation.
Only the SHA-256 and SHA-384 cipher-suite hashes are supported.
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          @type error() ::
  {:error, :unsupported_hash}
  | {:error, {:length_out_of_range, pos_integer()}}
  | {:error, {:label_length_out_of_range, {1, 249}}}
  | {:error, {:context_length_out_of_range, 255}}
  | {:error, {:invalid_transcript_hash_length, pos_integer()}}
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          @type hash() :: :sha256 | :sha384
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          @spec derive_secret(atom(), binary(), binary(), binary()) :: binary() | error()
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          @spec expand_label(atom(), binary(), binary(), binary(), integer()) ::
  binary() | error()
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          @spec extract(atom(), binary(), binary()) :: binary() | error()
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Fresh ephemeral key generation and shared-secret computation for TLS groups.
Runtime support is determined by the crypto provider linked to OTP.
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          @type error_reason() ::
  {:unsupported_group, term()}
  | {:unsupported_capability, group()}
  | {:key_generation_failed, group()}
  | {:invalid_private_key, group()}
  | {:invalid_peer_public_key, group()}
  | {:key_pair_mismatch, group()}
  | :invalid_key_pair
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          @type group() :: SSL.Crypto.KeyExchange.KeyPair.group()
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          @spec generate(term()) ::
  {:ok, SSL.Crypto.KeyExchange.KeyPair.t()} | {:error, error_reason()}
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  {:ok, binary()} | {:error, error_reason()}
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          @spec validate_key_pair(term()) :: :ok | {:error, error_reason()}
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Ephemeral key material for one key exchange.
Inspection intentionally excludes the private key.
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          @type group() :: :x25519 | :secp256r1 | :secp384r1
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          @type t() :: %SSL.Crypto.KeyExchange.KeyPair{
  group: group(),
  private_key: binary(),
  public_key: binary()
}
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Pure TLS 1.3 key-schedule derivations.
Callers supply exact transcript hashes at each protocol checkpoint. Derived
traffic states start at sequence zero for a new traffic epoch.
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        resumption_secret(hash, resumption_master_secret, ticket_nonce)

      


    


    
      
        server_application_traffic_secret(hash, master_secret, transcript_hash)

      


    


    
      
        server_handshake_traffic_secret(hash, handshake_secret, transcript_hash)

      


    


    
      
        traffic_state(cipher_suite, traffic_secret)

      


    


    
      
        traffic_update(hash, traffic_secret)

      


    





      


      
        Types


        


  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          @type error_reason() ::
  :unsupported_hash
  | {:unsupported_cipher_suite, term()}
  | {:invalid_input, :psk | :shared_secret | :ticket_nonce | :transcript_hash}
  | {:invalid_secret_length, atom(), pos_integer()}
  | {:invalid_input, :empty_shared_secret}
  | {:invalid_transcript_hash_length, pos_integer()}
  | {:ticket_nonce_too_long, 255}


      



  



  
    
      
    
    
      hash()



        
          
        

    

  


  

      

          @type hash() :: :sha256 | :sha384


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_application_traffic_secret(hash, master_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec client_application_traffic_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      client_handshake_traffic_secret(hash, handshake_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec client_handshake_traffic_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      derived_secret(hash, secret)



        
          
        

    

  


  

      

          @spec derived_secret(hash(), binary()) :: {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      early_secret(hash, psk)



        
          
        

    

  


  

      

          @spec early_secret(hash(), binary() | nil) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      exporter_master_secret(hash, master_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec exporter_master_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      finished_key(hash, traffic_secret)



        
          
        

    

  


  

      

          @spec finished_key(atom(), term()) ::
  {:ok, binary()}
  | {:error,
     :unsupported_hash | {:invalid_secret_length, :traffic_secret, 32 | 48}}


      



  



  
    
      
    
    
      finished_verify_data(hash, finished_key, transcript_hash)



        
          
        

    

  


  

      

          @spec finished_verify_data(atom(), term(), term()) ::
  {:ok, binary()}
  | {:error,
     :unsupported_hash
     | {:invalid_secret_length, :finished_key, 32 | 48}
     | {:invalid_input, :transcript_hash}
     | {:invalid_transcript_hash_length, 32 | 48}}


      



  



  
    
      
    
    
      handshake_secret(hash, early_secret, shared_secret)



        
          
        

    

  


  

      

          @spec handshake_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      master_secret(hash, handshake_secret)



        
          
        

    

  


  

      

          @spec master_secret(hash(), binary()) :: {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      resumption_master_secret(hash, master_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec resumption_master_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      resumption_secret(hash, resumption_master_secret, ticket_nonce)



        
          
        

    

  


  

      

          @spec resumption_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      server_application_traffic_secret(hash, master_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec server_application_traffic_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      server_handshake_traffic_secret(hash, handshake_secret, transcript_hash)



        
          
        

    

  


  

      

          @spec server_handshake_traffic_secret(hash(), binary(), binary()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      traffic_state(cipher_suite, traffic_secret)



        
          
        

    

  


  

      

          @spec traffic_state(SSL.Crypto.TrafficState.cipher_suite(), binary()) ::
  {:ok, SSL.Crypto.TrafficState.t()} | {:error, error_reason()}


      



  



  
    
      
    
    
      traffic_update(hash, traffic_secret)



        
          
        

    

  


  

      

          @spec traffic_update(hash(), binary()) :: {:ok, binary()} | {:error, error_reason()}


      



  


        

      


  

    
SSL.Crypto.Signature 
    



      
TLS 1.3 CertificateVerify and raw TLS 1.2 handshake signatures.
This module verifies handshake signatures only. Certificate path and service
identity validation remain separate PKIX responsibilities.

      


      
        Summary


  
    Types
  


    
      
        error_reason()

      


    


    
      
        signature_scheme()

      


    





  
    Functions
  


    
      
        client_signed_content(hash, transcript_hash)

      


    


    
      
        server_signed_content(hash, transcript_hash)

      


    


    
      
        sign_client(signature_scheme, private_key, transcript_hash_algorithm, transcript_digest)

      


    


    
      
        sign_message(signature_scheme, private_key, data)

      


        Signs exact TLS 1.2 handshake bytes without a TLS 1.3 CertificateVerify context.



    


    
      
        sign_server(scheme, key, hash, digest)

      


    


    
      
        signed_content(role, hash, transcript_hash)

      


    


    
      
        verify_client(signature_scheme, public_key, transcript_hash_algorithm, transcript_digest, signature)

      


    


    
      
        verify_message(signature_scheme, public_key, data, signature)

      


        Verifies exact TLS 1.2 handshake bytes without a TLS 1.3 CertificateVerify context.



    


    
      
        verify_server(signature_scheme, public_key, transcript_hash_algorithm, transcript_digest, signature)

      


    





      


      
        Types


        


  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          @type error_reason() ::
  :unsupported_hash
  | :invalid_certificate_verify
  | :signature_verification_failed
  | :empty_signature
  | :invalid_public_key
  | {:unsupported_signature_scheme, term()}
  | {:invalid_input, :transcript_hash | :signature}
  | {:invalid_transcript_hash_length, pos_integer()}
  | {:key_type_mismatch, :ecdsa | :rsa | :rsa_pss | :eddsa}
  | {:unsupported_ec_curve, atom() | tuple()}
  | :invalid_ecdsa_signature_encoding
  | :invalid_rsa_pss_parameters


      



  



  
    
      
    
    
      signature_scheme()



        
          
        

    

  


  

      

          @type signature_scheme() :: 1027 | 1283 | 2052..2055 | 2057..2059


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_signed_content(hash, transcript_hash)



        
          
        

    

  


  

      

          @spec client_signed_content(atom(), term()) ::
  {:error,
   :unsupported_hash
   | {:invalid_input, :transcript_hash}
   | {:invalid_transcript_hash_length, 32 | 48 | 64}}
  | {:ok, <<_::64, _::_*8>>}


      



  



  
    
      
    
    
      server_signed_content(hash, transcript_hash)



        
          
        

    

  


  

      

          @spec server_signed_content(atom(), term()) ::
  {:error,
   :unsupported_hash
   | {:invalid_input, :transcript_hash}
   | {:invalid_transcript_hash_length, 32 | 48 | 64}}
  | {:ok, <<_::64, _::_*8>>}


      



  



  
    
      
    
    
      sign_client(signature_scheme, private_key, transcript_hash_algorithm, transcript_digest)



        
          
        

    

  


  

      

          @spec sign_client(term(), term(), atom(), term()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      sign_message(signature_scheme, private_key, data)



        
          
        

    

  


  

      

          @spec sign_message(term(), term(), term()) ::
  {:error,
   :invalid_rsa_pss_parameters
   | :signature_verification_failed
   | {:invalid_input, :message}
   | {:key_type_mismatch, term()}
   | {:unsupported_signature_scheme, term()}}
  | {:ok, binary()}


      


Signs exact TLS 1.2 handshake bytes without a TLS 1.3 CertificateVerify context.

  



  
    
      
    
    
      sign_server(scheme, key, hash, digest)



        
          
        

    

  


  

      

          @spec sign_server(term(), term(), atom(), term()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      signed_content(role, hash, transcript_hash)



        
          
        

    

  


  

      

          @spec signed_content(:server | :client, atom(), term()) ::
  {:ok, binary()} | {:error, error_reason()}


      



  



  
    
      
    
    
      verify_client(signature_scheme, public_key, transcript_hash_algorithm, transcript_digest, signature)



        
          
        

    

  


  

      

          @spec verify_client(term(), term(), atom(), term(), term()) ::
  :ok | {:error, error_reason()}


      



  



  
    
      
    
    
      verify_message(signature_scheme, public_key, data, signature)



        
          
        

    

  


  

      

          @spec verify_message(term(), term(), term(), term()) ::
  :ok
  | {:error,
     :empty_signature
     | :invalid_certificate_verify
     | :invalid_ecdsa_signature_encoding
     | :invalid_public_key
     | :invalid_rsa_pss_parameters
     | :signature_verification_failed
     | {:invalid_input, :message | :signature}
     | {:key_type_mismatch, :ecdsa | :eddsa | :rsa | :rsa_pss}
     | {:unsupported_ec_curve, term()}
     | {:unsupported_signature_scheme, term()}}


      


Verifies exact TLS 1.2 handshake bytes without a TLS 1.3 CertificateVerify context.

  



  
    
      
    
    
      verify_server(signature_scheme, public_key, transcript_hash_algorithm, transcript_digest, signature)



        
          
        

    

  


  

      

          @spec verify_server(term(), term(), atom(), term(), term()) ::
  :ok | {:error, error_reason()}


      



  


        

      


  

    
SSL.Crypto.TLS12KeySchedule 
    



      
Pure TLS 1.2 PRF and Extended Master Secret derivation for the bounded ECDHE-GCM subset.

      


      
        Summary


  
    Functions
  


    
      
        derive(id, premaster, transcript, client_random, server_random)

      


    


    
      
        finished(id, master, role, transcript)

      


    


    
      
        prf(hash, secret, label, seed, length)

      


    


    
      
        suite(id)

      


    





      


      
        Functions


        


  
    
      
    
    
      derive(id, premaster, transcript, client_random, server_random)



        
          
        

    

  


  

      

          @spec derive(term(), binary(), binary(), binary(), binary()) ::
  {:ok,
   %{
     master_secret: binary(),
     read_state: SSL.Protocol.TLS12Record.t(),
     write_state: SSL.Protocol.TLS12Record.t()
   }}
  | {:error, term()}


      



  



  
    
      
    
    
      finished(id, master, role, transcript)



        
          
        

    

  


  

      

          @spec finished(term(), binary(), :client | :server, binary()) ::
  {:ok, <<_::96>>} | {:error, term()}


      



  



  
    
      
    
    
      prf(hash, secret, label, seed, length)



        
          
        

    

  


  

      

          @spec prf(:sha256 | :sha384, binary(), binary(), binary(), non_neg_integer()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      suite(id)



        
          
        

    

  


  

      

          @spec suite(term()) ::
  {:error, {:unsupported_cipher_suite, term()}}
  | {:ok,
     %{
       :id => term(),
       :key_exchange => :ecdsa | :rsa,
       :version => 771,
       optional(term()) => term()
     }}


      



  


        

      


  

    
SSL.Crypto.TrafficState 
    



      
Immutable key material and record sequence state for one TLS traffic epoch.

      


      
        Summary


  
    Types
  


    
      
        cipher_suite()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        advance(state)

      


    


    
      
        nonce(traffic_state)

      


    





      


      
        Types


        


  
    
      
    
    
      cipher_suite()



        
          
        

    

  


  

      

          @type cipher_suite() ::
  :tls_aes_128_gcm_sha256
  | :tls_aes_256_gcm_sha384
  | :tls_chacha20_poly1305_sha256


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.Crypto.TrafficState{
  cipher_suite: cipher_suite(),
  generation: non_neg_integer(),
  iv: binary(),
  key: binary(),
  secret: binary(),
  sequence: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      advance(state)



        
          
        

    

  


  

      

          @spec advance(term()) :: {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      nonce(traffic_state)



        
          
        

    

  


  

      

          @spec nonce(t()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
SSL.Fingerprint 
    



      
JA3 and JA4 observation of exact, naked ClientHello handshake bytes.
Transport is explicitly :tcp or :quic; it is never inferred from ALPN.
Unknown IDs and original ordering are retained in observation. Only the
analytical projections omit GREASE and sort JA4 fields. Observation does not
validate a profile's negotiability or authenticate a peer. ECH bytes, if
present, describe the visible outer hello only, never an encrypted inner hello.
new/1 and feed/2 observe one fragmented ClientHello, bounded to 65,535
body bytes. Completion emits one result; trailing input is rejected. Empty
input and terminal empty feeds emit nothing. Errors discard the observer;
start a new observer for another ClientHello.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        client_hello(bytes, transport)

      


    


    
      
        feed(state, bytes)

      


    


    
      
        new(transport)

      


    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  transport: :tcp | :quic,
  source: :visible_client_hello,
  observation: map(),
  ja3: %{raw: binary(), hash: binary()},
  ja4: %{
    prefix: binary(),
    cipher_raw: binary(),
    extension_raw: binary(),
    raw: binary(),
    hash: binary()
  }
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_hello(bytes, transport)



        
          
        

    

  


  

      

          @spec client_hello(binary(), :tcp | :quic) :: {:ok, result()} | {:error, term()}


      



  



  
    
      
    
    
      feed(state, bytes)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) :: {:ok, t(), [result()]} | {:error, term()}


      



  



  
    
      
    
    
      new(transport)



        
          
        

    

  


  

      

          @spec new(:tcp | :quic) :: {:ok, t()} | {:error, :invalid_transport}


      



  


        

      


  

    
SSL.PKIX 
    



      
Pure, bounded certificate decoding, trust normalization, and peer verification.
Certificate chains are accepted in TLS leaf-first order. Trust sources are
supplied in memory as a DER list or PEM bundle; this module performs no file,
network, or operating-system trust lookup.

      


      
        Summary


  
    Types
  


    
      
        error_reason()

      


    


    
      
        identity()

      


    


    
      
        option()

      


    





  
    Functions
  


    
      
        decode_chain(chain, options \\ [])

      


    


    
      
        normalize_trust(source, options \\ [])

      


    


    
      
        verify(chain, trust_source, identity, options \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          @type error_reason() ::
  :empty_certificate_chain
  | :empty_trust_anchors
  | :hostname_mismatch
  | :malformed_pem
  | {:invalid_input, :certificate_chain | :trust_source | :options}
  | {:invalid_identity, term()}
  | {:invalid_certificate, non_neg_integer()}
  | {:certificate_count_limit_exceeded, non_neg_integer(), pos_integer()}
  | {:certificate_der_limit_exceeded, non_neg_integer(), non_neg_integer(),
     pos_integer()}
  | {:certificate_total_der_limit_exceeded, non_neg_integer(), pos_integer()}
  | {:pem_limit_exceeded, non_neg_integer(), pos_integer()}
  | {:path_validation_failed, term()}
  | {:certificate_signature_scheme_not_allowed, [non_neg_integer()]}


      



  



  
    
      
    
    
      identity()



        
          
        

    

  


  

      

          @type identity() :: {:dns_id, binary()} | {:ip, binary() | :inet.ip_address()}


      



  



  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() ::
  {:max_certificates, pos_integer()}
  | {:max_trust_anchors, pos_integer()}
  | {:max_der_bytes, pos_integer()}
  | {:max_total_der_bytes, pos_integer()}
  | {:max_pem_bytes, pos_integer()}
  | {:depth, non_neg_integer()}
  | {:customize_hostname_check, keyword()}
  | {:certificate_signature_schemes, [non_neg_integer()] | nil}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode_chain(chain, options \\ [])



        
          
        

    

  


  

      

          @spec decode_chain(term(), [option()]) ::
  {:ok, [SSL.PKIX.Certificate.t()]} | {:error, error_reason()}


      



  



    

  
    
      
    
    
      normalize_trust(source, options \\ [])



        
          
        

    

  


  

      

          @spec normalize_trust(term(), [option()]) ::
  {:ok, [SSL.PKIX.Certificate.t()]} | {:error, error_reason()}


      



  



    

  
    
      
    
    
      verify(chain, trust_source, identity, options \\ [])



        
          
        

    

  


  

      

          @spec verify(term(), term(), term(), [option()]) ::
  {:ok, SSL.PKIX.VerifiedPeer.t()} | {:error, error_reason()}


      



  


        

      


  

    
SSL.PKIX.Certificate 
    



      
A bounded X.509 certificate retaining both its exact DER and decoded OTP form.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.PKIX.Certificate{decoded: term(), der: binary()}


      



  


        

      


  

    
SSL.PKIX.VerifiedPeer 
    



      
The authenticated leaf material needed by later handshake verification.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.PKIX.VerifiedPeer{
  chain: [binary()],
  leaf: term(),
  leaf_der: binary(),
  public_key: term()
}


      



  


        

      


  

    
SSL.Protocol.ClientHandshake 
    



      
Shared record-free ClientHello and HelloRetryRequest orchestration.

      


      
        Summary


  
    Functions
  


    
      
        decode_server_hello(encoded, offer, previous_hrr \\ nil, opts \\ [])

      


    


    
      
        prepare(materialized, trust_source, identity, opts)

      


    


    
      
        retry(state, hrr)

      


    


    
      
        selected_key_pair(key_pairs, fallback, hello)

      


    


    
      
        validate_hrr_selection(hrr, hello)

      


    





      


      
        Functions


        


    

    

  
    
      
    
    
      decode_server_hello(encoded, offer, previous_hrr \\ nil, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      prepare(materialized, trust_source, identity, opts)



        
          
        

    

  


  

      

          @spec prepare(
  SSL.ClientHello.Materializer.Materialized.t(),
  term(),
  SSL.PKIX.identity(),
  keyword()
) ::
  {:ok, map(), binary()} | {:error, term()}


      



  



  
    
      
    
    
      retry(state, hrr)



        
          
        

    

  


  


  



  
    
      
    
    
      selected_key_pair(key_pairs, fallback, hello)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_hrr_selection(hrr, hello)



        
          
        

    

  


  


  


        

      


  

    
SSL.Protocol.ClientOffer 
    



      
Bounded extraction of negotiation inputs from one exact ClientHello message.
The original bytes remain authoritative for transcript hashing. Unknown
extensions are retained as opaque payloads and do not affect parsing.

      


      
        Summary


  
    Types
  


    
      
        key_share()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_client_hello(encoded)

      


    





      


      
        Types


        


  
    
      
    
    
      key_share()



        
          
        

    

  


  

      

          @type key_share() :: %{group: 0..65535, key_exchange: binary()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SSL.Protocol.ClientOffer{
  alpn_protocols: [binary()],
  certificate_signature_schemes: [0..65535] | nil,
  cipher_suites: [0..65535],
  encoded: binary(),
  extension_ids: [0..65535],
  extensions: [{0..65535, binary()}],
  key_shares: [key_share()],
  legacy_session_id: binary(),
  offered_versions: [0..65535],
  psk_count: non_neg_integer(),
  psk_key_exchange_modes: [byte()],
  signature_schemes: [0..65535],
  supported_groups: [0..65535]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_client_hello(encoded)



        
          
        

    

  


  

      

          @spec from_client_hello(term()) :: {:ok, t()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.HandshakeCore 
    



      
Shared TLS 1.3 authentication and secret derivation over exact handshake bytes.
This core never constructs record keys, encrypts records, or accesses sockets.
Transport adapters own framing, delivery barriers and record/packet epochs.
Inputs contain already loaded trust and fresh connection key material.

      


      
        Summary


  
    Types
  


    
      
        fatal_alert()

      


    





      


      
        Types


        


  
    
      
    
    
      fatal_alert()



        
          
        

    

  


  

      

          @type fatal_alert() ::
  :bad_record_mac
  | :record_overflow
  | :unknown_ca
  | :bad_certificate
  | :certificate_expired
  | :certificate_unknown
  | :decrypt_error
  | :unexpected_message
  | :unsupported_extension
  | :decode_error
  | :illegal_parameter
  | :internal_error


      



  


        

      


  

    
SSL.Protocol.HandshakeFramer 
    



      
Frames complete TLS handshake messages from an arbitrarily chunked byte stream.
Incomplete data is retained as an opaque chunk accumulator so repeated small
feeds do not rebuild the entire buffered message.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        buffered_bytes(buffer)

      


    


    
      
        buffered_size(buffer)

      


    


    
      
        feed(buffer, bytes, opts \\ [])

      


    


    
      
        new()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      buffered_bytes(buffer)



        
          
        

    

  


  

      

          @spec buffered_bytes(t() | binary()) :: binary()


      



  



  
    
      
    
    
      buffered_size(buffer)



        
          
        

    

  


  

      

          @spec buffered_size(t() | binary()) :: non_neg_integer()


      



  



    

  
    
      
    
    
      feed(buffer, bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec feed(t() | binary(), binary(), keyword()) ::
  {:ok, [binary()], t()} | {:error, term()}


      



  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      



  


        

      


  

    
SSL.Protocol.HandshakeMachine 
    



      
Pure TLS client coordinator consuming one complete record at a time.
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          @type event() ::
  {:connected, binary() | nil} | {:application_data, binary()} | :closed


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  %SSL.Protocol.HandshakeMachine{
    client_ast: term(),
    client_hello: term(),
    client_identity: term(),
    enable_tickets: term(),
    framer: term(),
    hrr: term(),
    hrr_transcript: term(),
    identity: term(),
    key_pair: term(),
    key_pairs: term(),
    negotiated_protocol: term(),
    offer: term(),
    options: term(),
    pending_tickets: term(),
    phase: term(),
    read_state: term(),
    resumed: term(),
    resumption_master: term(),
    server_hello: term(),
    ticket: term(),
    ticket_count: term(),
    trust_source: term(),
    verified_peer: term(),
    verifier: term(),
    write_state: term()
  }
  | SSL.Protocol.TLS12.t()
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          @spec encrypt(t(), :application_data | :alert, iodata()) ::
  {:ok, binary(), t()} | {:error, term()}


      



  



  
    
      
    
    
      feed(state, record)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) ::
  {:ok, t(), [binary()], [event()]}
  | {:error, {:fatal_alert, atom(), term()} | {:peer_alert, byte(), byte()}}


      



  



    

  
    
      
    
    
      init(materialized, trust_source, identity, opts \\ [])



        
          
        

    

  


  

      

          @spec init(
  SSL.ClientHello.Materializer.Materialized.t(),
  term(),
  SSL.PKIX.identity(),
  keyword()
) ::
  {:ok, t(), [binary()]} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.InnerPlaintext 
    



      
Bounded TLS 1.3 inner plaintext encoding and decoding.
The final nonzero byte carries the real record content type. Any bytes after
it must be zero padding.
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          @type content_type() :: :alert | :handshake | :application_data
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          @spec decode(term()) ::
  {:error,
   :empty_inner_plaintext
   | :missing_inner_content_type
   | {:empty_content, :alert | :application_data | :handshake}
   | {:invalid_inner_plaintext, :not_binary}
   | {:unsupported_inner_content_type, 1..255}
   | {:content_length_exceeded, non_neg_integer(), 16384}
   | {:inner_plaintext_length_exceeded, non_neg_integer(), 16385}}
  | {:ok, :alert | :application_data | :handshake, binary(), non_neg_integer()}
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          @spec encode(term(), term(), term()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.Record 
    



      
Pure TLS 1.3 encrypted record protection for one complete framed record.
Stream accumulation remains the responsibility of SSL.Protocol.RecordFramer.
Successful operations return an immutable traffic state advanced by one
record; failures return no advanced state.
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          @spec decrypt(SSL.Crypto.TrafficState.t(), term()) ::
  {:ok, SSL.Protocol.InnerPlaintext.content_type(), binary(),
   SSL.Crypto.TrafficState.t()}
  | {:error, term()}


      



  



    

  
    
      
    
    
      encrypt(state, content_type, content, options \\ [])



        
          
        

    

  


  

      

          @spec encrypt(SSL.Crypto.TrafficState.t(), term(), term(), keyword()) ::
  {:ok, binary(), SSL.Crypto.TrafficState.t()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.RecordFramer 
    



      
Frames complete TLS records from an arbitrarily chunked byte stream.
Incomplete data is retained as an opaque chunk accumulator so repeated small
feeds do not rebuild the entire buffered record.
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          @opaque t()
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          @spec buffered_bytes(t() | binary()) :: binary()
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          @spec buffered_size(t() | binary()) :: non_neg_integer()


      



  



    

  
    
      
    
    
      feed(buffer, bytes, opts \\ [])



        
          
        

    

  


  

      

          @spec feed(t() | binary(), binary(), keyword()) ::
  {:ok, [binary()], t()} | {:error, term()}
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          @spec new() :: t()


      



  


        

      


  

    
SSL.Protocol.Resumption 
    



      
Pure TLS 1.3 resumption ticket binder construction over exact ClientHello bytes.
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          @spec bind(binary(), SSL.SessionTicket.t(), binary()) ::
  {:ok, binary()} | {:error, atom()}


      



  



  
    
      
    
    
      psk_extension(ticket, now_ms)



        
          
        

    

  


  

      

          @spec psk_extension(SSL.SessionTicket.t(), integer()) ::
  {:ok, binary()} | {:error, atom()}


      



  


        

      


  

    
SSL.Protocol.ServerFlight 
    



      
Bounded codecs for the encrypted TLS 1.3 server handshake flight.
Decoding accepts one complete handshake message and preserves its exact
encoded bytes. Stream fragmentation remains the responsibility of
SSL.Protocol.HandshakeFramer. Bounded NewSessionTicket and KeyUpdate codecs
let the connection runtime apply post-handshake epoch transitions explicitly.
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          @type decoded() ::
  SSL.Protocol.ServerFlight.EncryptedExtensions.t()
  | SSL.Protocol.ServerFlight.Certificate.t()
  | SSL.Protocol.ServerFlight.CertificateVerify.t()
  | SSL.Protocol.ServerFlight.Finished.t()
  | SSL.Protocol.ServerFlight.CertificateRequest.t()
  | SSL.Protocol.ServerFlight.NewSessionTicket.t()
  | SSL.Protocol.ServerFlight.KeyUpdate.t()
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          @spec decode(term(), keyword()) ::
  {:ok, decoded(), binary()} | {:more, pos_integer()} | {:error, term()}


      



  



  
    
      
    
    
      encode_client_certificate(context, chain)



        
          
        

    

  


  

      

          @spec encode_client_certificate(binary(), [binary()]) ::
  {:ok, binary()} | {:error, term()}
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          @spec encode_client_certificate_verify(non_neg_integer(), binary()) ::
  {:ok, binary()} | {:error, term()}
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          @spec encode_empty_certificate(binary()) :: {:ok, binary()} | {:error, term()}
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          @spec encode_finished(term(), keyword()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      encode_key_update(request_update)



        
          
        

    

  


  

      

          @spec encode_key_update(boolean()) :: {:ok, <<_::40>>}


      



  


        

      


  

    
SSL.Protocol.ServerFlightVerifier 
    



      
TLS record adapter for the shared record-free handshake core.
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      start_incremental(input, options, transcript)



        
          
        

    

  


  


  



    

  
    
      
    
    
      verify(input, options \\ [])



        
          
        

    

  


  

      

          @spec verify(term(), keyword()) ::
  {:ok, SSL.Protocol.ServerFlightVerifier.Result.t()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.ServerFlightVerifier.Input 
    



      
Exact public handshake inputs and fresh per-connection client key material.
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          @type t() :: %SSL.Protocol.ServerFlightVerifier.Input{
  client_hello: binary(),
  client_identity: SSL.ClientIdentity.t() | nil,
  client_key_pair: SSL.Crypto.KeyExchange.KeyPair.t(),
  enable_tickets: term(),
  identity: SSL.PKIX.identity(),
  records: [binary()],
  server_hello: SSL.Protocol.ServerHello.t(),
  ticket: term(),
  trust_source: term()
}


      



  


        

      


  

    
SSL.Protocol.ServerFlightVerifier.Result 
    



      
Verified peer and traffic epochs ready for later connection orchestration.
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          @type t() :: %SSL.Protocol.ServerFlightVerifier.Result{
  client_application_state: SSL.Crypto.TrafficState.t(),
  client_auth_records: term(),
  client_finished_record: binary(),
  client_handshake_state: SSL.Crypto.TrafficState.t(),
  negotiated_protocol: binary() | nil,
  resumed: term(),
  resumption_master: term(),
  server_application_state: SSL.Crypto.TrafficState.t(),
  server_handshake_state: SSL.Crypto.TrafficState.t(),
  transcript: SSL.Protocol.Transcript.t(),
  verified_peer: SSL.PKIX.VerifiedPeer.t()
}


      



  


        

      


  

    
SSL.Protocol.ServerHandshake 
    



      
Record-free TLS 1.3 full-certificate server handshake operations.
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          @spec accept_hello(map(), binary(), SSL.Protocol.ServerHandshake.State.t() | nil) ::
  {:ok, SSL.Protocol.ServerHandshake.State.t()}
  | {:retry, SSL.Protocol.ServerHandshake.State.t(), binary()}
  | {:error, term()}
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          @spec finish(SSL.Protocol.ServerHandshake.State.t(), binary()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      flight(state, config, pair, random)



        
          
        

    

  


  

      

          @spec flight(
  SSL.Protocol.ServerHandshake.State.t(),
  map(),
  SSL.Crypto.KeyExchange.KeyPair.t(),
  binary()
) ::
  {:ok, SSL.Protocol.ServerHandshake.State.t(), binary(), [binary()]}
  | {:error, term()}
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          @spec parameters(list()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.ServerHello 
    



      
Pure, bounded decoder for TLS 1.3 ServerHello and HelloRetryRequest messages.
The input starts at a handshake header. A successful decode retains the exact
consumed bytes and returns any concatenated handshake bytes as the remainder.
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          @type expectations() :: %{
  :legacy_session_id => binary(),
  optional(:offered_versions) => [0..65535],
  :offered_ciphers => [0..65535],
  :offered_groups => [0..65535],
  :offered_key_share_groups => [0..65535],
  :offered_extension_ids => [0..65535],
  :offered_psk_key_exchange_modes => [0 | 1],
  optional(:offered_psk_count) => non_neg_integer()
}
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          @type extension() ::
  {:supported_versions, 772}
  | {:key_share, %{group: 0..65535, key_exchange: binary()}}
  | {:selected_group, 0..65535}
  | {:pre_shared_key, non_neg_integer()}
  | {:cookie, binary()}
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          @type kind() :: :server_hello | :hello_retry_request
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          @type t() :: %SSL.Protocol.ServerHello{
  cipher_suite: 0..65535,
  compression_method: 0,
  encoded: binary(),
  extensions: [extension()],
  kind: kind(),
  legacy_session_id_echo: binary(),
  legacy_version: 771,
  random: binary()
}
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      decode(input, expectations, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(term(), term(), keyword()) ::
  {:ok, t(), binary()} | {:more, non_neg_integer()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.TLS12 
    



      
Pure, bounded TLS 1.2 ECDHE/EMS client protocol engine.
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          @type t() :: %SSL.Protocol.TLS12{
  client_identity: term(),
  client_random: term(),
  framer: term(),
  identity: term(),
  key_pair: term(),
  master_secret: term(),
  negotiated_protocol: term(),
  offer: term(),
  options: term(),
  peer: term(),
  phase: term(),
  premaster: term(),
  read_state: term(),
  request: term(),
  server_random: term(),
  suite: term(),
  transcript: term(),
  trust: term(),
  write_state: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encrypt(state, arg2, data)



        
          
        

    

  


  

      

          @spec encrypt(t(), :application_data | :alert, iodata()) ::
  {:ok, binary(), t()} | {:error, term()}
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          @spec feed(t(), binary()) :: {:ok, t(), [binary()], [term()]} | {:error, term()}
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          @spec new(binary(), SSL.Protocol.ClientOffer.t(), term(), term(), keyword()) ::
  {:ok, t()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.TLS12Codec 
    



      
Bounded codecs for complete TLS 1.2 handshake messages.
SSL.Protocol.HandshakeFramer handles stream fragmentation. This module
consumes exactly one encoded handshake message and retains its original bytes
for transcript and signature verification.

      


      
        Summary


  
    Types
  


    
      
        message()

      


    





  
    Functions
  


    
      
        decode(encoded)

      


    


    
      
        encode_certificate(chain)

      


    


    
      
        encode_certificate_verify(scheme, signature)

      


    


    
      
        encode_client_key_exchange(public_key)

      


    


    
      
        encode_finished(verify_data)

      


    





      


      
        Types


        


  
    
      
    
    
      message()



        
          
        

    

  


  

      

          @type message() :: map()
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          @spec decode(binary()) :: {:ok, message()} | {:error, term()}
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          @spec encode_certificate([binary()]) :: {:ok, binary()} | {:error, term()}
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          @spec encode_certificate_verify(non_neg_integer(), binary()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      encode_client_key_exchange(public_key)



        
          
        

    

  


  

      

          @spec encode_client_key_exchange(binary()) :: {:ok, binary()} | {:error, term()}
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          @spec encode_finished(binary()) :: {:ok, binary()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.TLS12Record 
    



      
Pure TLS 1.2 AES-GCM record protection for one directional traffic epoch.
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          @type cipher() :: :aes_128_gcm | :aes_256_gcm
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          @type content_type() :: :alert | :handshake | :application_data
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          @type t() :: %SSL.Protocol.TLS12Record{
  cipher: cipher(),
  iv: <<_::32>>,
  key: binary(),
  sequence: non_neg_integer()
}
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          @spec decrypt(t(), binary()) ::
  {:ok, content_type(), binary(), t()} | {:error, term()}
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          @spec encrypt(t(), content_type(), binary()) ::
  {:ok, binary(), t()} | {:error, term()}
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          @spec new(term(), term(), term()) :: {:ok, t()} | {:error, term()}


      



  


        

      


  

    
SSL.Protocol.Transcript 
    



      
Immutable storage and hashing for exact encoded TLS handshake messages.
Messages are retained as reversed iodata chunks so appending does not flatten
or repeatedly copy the transcript.
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          @type hash() :: :sha256 | :sha384
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          @type t() :: %SSL.Protocol.Transcript{
  hash: hash(),
  length: non_neg_integer(),
  messages: [iodata()]
}
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          @spec apply_hello_retry_request_rewrite(t()) :: %SSL.Protocol.Transcript{
  hash: :sha256 | :sha384,
  length: non_neg_integer(),
  messages: [<<_::32, _::_*8>>, ...]
}


      



  



  
    
      
    
    
      checkpoint(transcript)



        
          
        

    

  


  

      

          @spec checkpoint(t()) :: t()
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          @spec digest(t()) :: binary()
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          @spec new(hash()) :: %SSL.Protocol.Transcript{
  hash: :sha256 | :sha384,
  length: 0,
  messages: []
}


      



  


        

      


  

    
SSL.QUIC 
    



      
Caller-owned TLS 1.3 certificate handshake for QUIC CRYPTO streams.
Feed only new contiguous handshake bytes at the level reported by info/1.
Process returned actions in list order. Emitted bytes are committed to the
caller's reliable send queue; retransmission reuses them without another TLS
call. This API implements no sockets, records, QUIC packets or HANDSHAKE_DONE.
See docs/QUIC_TLS_INTERFACE.md for the ownership and authentication boundary.
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          @type action() ::
  SSL.QUIC.Secret.t()
  | {:emit, level(), binary()}
  | {:peer_transport_parameters, binary(), :unverified | :authenticated}
  | {:peer_authenticated, :server}
  | {:negotiated_alpn, binary()}
  | :handshake_complete
  | {:error, SSL.QUIC.Error.t()}


      



  



  
    
      
    
    
      level()



        
          
        

    

  


  

      

          @type level() :: :initial | :handshake | :application


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, state(), [action()]} | {:error, SSL.QUIC.Error.t(), state(), [action()]}
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          @opaque state()
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          @spec abort(state(), atom()) :: state()


      



  



  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          @spec capabilities() :: %{
  cipher_suites: [any()],
  groups: [map()],
  hello_retry_request: true,
  quic_packet_protection: false,
  resumption: false,
  roles: %{client: map(), server: map()},
  server_mtls: false,
  signatures: [map()],
  tls_records: false,
  tls_versions: [772, ...],
  zero_rtt: false
}
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          @spec feed(state(), level(), binary()) :: result()
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          @spec info(state()) :: map()


      



  



  
    
      
    
    
      new(role, options)



        
          
        

    

  


  

      

          @spec new(:client | :server, keyword()) ::
  {:ok, state(), [action()]} | {:error, SSL.QUIC.Error.t()}
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Redacted TLS, QUIC integration, or local API error.
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          @type t() :: %SSL.QUIC.Error{
  alert: atom() | nil,
  kind: :tls | :quic | :configuration | :closed,
  reason: atom()
}


      



  


        

      


  

    
SSL.QUIC.Secret 
    



      
A directional TLS traffic secret. Inspection never reveals its bytes.
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          @type t() :: %SSL.QUIC.Secret{
  aead: atom(),
  cipher_suite: non_neg_integer(),
  direction: :read | :write,
  hkdf: :sha256 | :sha384,
  level: :handshake | :application,
  secret: binary()
}


      



  


        

      


  

    
SSL.SessionTicket 
    



      
Bounded, authenticated TLS 1.3 ticket material retained in memory only.
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          @type t() :: %SSL.SessionTicket{
  age_add: non_neg_integer(),
  alpn: binary() | nil,
  expires_at: integer(),
  hash: :sha256 | :sha384,
  issued_at: integer(),
  peer: map(),
  psk: binary(),
  ticket: binary()
}
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          @spec validate(term()) ::
  :ok
  | {:error,
     :invalid_age_add
     | :invalid_alpn
     | :invalid_hash
     | :invalid_lifetime
     | :invalid_peer
     | :invalid_psk
     | :invalid_ticket
     | :ticket_too_large}
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An opaque handle to one ex_ssl connection. Contains no TLS key material.
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Bounded, one-use, in-memory TLS 1.3 ticket cache.
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      checkout(key, server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec checkout(binary(), GenServer.server()) :: {:ok, SSL.SessionTicket.t()} | :miss
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Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      put(key, ticket, server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec put(binary(), SSL.SessionTicket.t(), GenServer.server()) ::
  :ok | {:error, atom()}


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      stats(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec stats(GenServer.server()) ::
  %{count: non_neg_integer(), bytes: non_neg_integer()} | {:error, atom()}
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